§700.259

staffing, employee development, retire-
ment, and grievances and appeals.

(h) Statistical records. As used in this
subpart, ‘‘statistical records’” means
records in a system of records main-
tained for statistical research or re-
porting purposes only and not used in
whole or in part in making any deter-
mination about an identifiable indi-
vidual.

(i) Routine use. As used in this sub-
part, ‘routine use” means a use of a
record for a purpose which is compat-
ible with the purpose for which it was
collected.

(j) System notice. As used in this sub-
part, ‘‘system notice’” means the notice
describing a system of records required
by 5 U.S.C. 552a(e)(4) to be published
annually in the FEDERAL REGISTER.

(k) System manager. As used in this
subpart, ‘‘system manager’ means the
official designated in a system notice
as having administrative responsibility
for a system of records.

(1) Commission Privacy Act Officer. As
used in the subpart, ‘“‘Commission Pri-
vacy Act Officer’” means the official in
the Commission charged with responsi-
bility for assisting the Commission in
carrying out the functions which he is
assigned in this subpart and for coordi-
nating the activities of the divisions of
the Commission in carrying out the
functions which they are assigned in
this subpart.

§700.259 Records subject to Privacy
Act.

The Privacy Act applies to all
“records” as that term is defined in
§700.257(d), which the Commission
maintains in a ‘‘system of records,” as
that term is defined in §700.257(e).

§700.261 Standards for maintenance of
records subject to the Act.

(a) Content of records. Records subject
to the Privacy Act shall contain only
such information about an individual
as is relevant and necessary to accom-
plish a purpose of the agency required
to be accomplished by statute or Exec-
utive Order of the President.

(b) Standards of accuracy. Records
subject to the Privacy Act which are
used in making any determination
about any individual shall be main-
tained with such accuracy, relevance,
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timeliness, and completeness as is rea-
sonably necessary to assure fairness to
the individual in making the deter-
mination.

(c) Collection of information. (1) Infor-
mation which may be used in making
determination about an individual’s
rights, benefits, and privileges under
Federal programs shall, to the greatest
extent practicable, be collected di-
rectly from that individual.

(2) In deciding whether collection of
information from an individual, as op-
posed to a third party source, is prac-
ticable, the following factors, among
others may be considered:

(i) Whether the nature of the infor-
mation sought is such that it can only
be obtained from a third party;

(ii) Whether the cost of collecting the
information from the individual is un-
reasonable when compared with the
cost of collecting it from a third party;

(iii) Whether there is a risk that in-
formation collected from third parties
if inaccurate, could result in an ad-
verse determination to the individual
concerned;

(iv) Whether the information, if sup-
plied by the individual, would have to
be verified by a third party; or

(v) Whether provisions can be made
for verification, by the individual, of
information collected from third par-
ties.

(d) Advice to individual concerning uses
of information. (1) Each individual who
is asked to supply information about
himself which will be added to a sys-
tem of records shall be informed of the
basis for requesting the information,
how it may be used, and what the con-
sequences, if any, are of not supplying
the information.

(2) At a minimum, the notice to the
individual must state;

(i) The authority (whether granted
by statute or Executive Order of the
President) which authorizes the solici-
tation of the information and whether
disclosure of such information is man-
datory or voluntary;

(ii) The principal purpose or purposes
for which the information is intended
to be used;

(iii) The routine uses which may be
made of the information; and
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(iv) The effects on him, if any, of not
providing all or any part of the re-
quested information.

(3)(i) When information is collected
on a standard form, the notice to the
individual shall be on the form or on a
tear-off sheet attached to the form or
on a separate sheet, whichever is most
practical.

(ii) When information is collected by
an interviewer, the interviewer shall
provide the individual with a written
notice which the individual may re-
tain. If the interview is conducted by
telephone, however, the interviewer
may summarize the notice for the indi-
vidual and need not provide a copy to
the individual unless the individual re-
quests that a copy be mailed to him.

(iii) An individual may be asked to
acknowledge, in writing, that he has
been afforded the notice required by
this section.

(e) Records concerning activity pro-
tected by the First Amendment. No record
may be maintained describing how any
individual exercises rights guaranteed
by the First Amendment to the Con-
stitution unless (1) expressly author-
ized by statute or by the individual
about whom the record is maintained
or (2) pertinent to and within the scope
of an authorized law enforcement ac-
tivity.

§700.263 Assuring integrity of records.

(a) Statutory requirement. The Privacy
Act requires that records subject to the
Act be maintained with appropriate ad-
ministrative, technical and physical
safeguards to insure the security and
confidentiality of records and to pro-
tect against any anticipated threats or
hazards to their security or integrity
which could result in substantial harm,
embarassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained, 5 U.S.C.
522a(e)(10).

(b) Records maintained in manual form.
When maintained in manual form,
records subject to the Privacy Act
shall be maintained, at a minimum,
subject to the following safeguards, or
safeguards affording comparable pro-
tection:

(1) Areas in which the records are
maintained or regularly used shall be
posted with an appropriate warning
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stating that access to the records is
limited to authorized persons. The
warning shall also summarize the re-
quirements of §700.265 and state that
the Privacy Act contains a criminal
penalty for the unauthorized disclosure
of records to which it applies.

(2) During working hours, (i) the area
in which the records are maintained or
regularly used shall be occupied by au-
thorized personnel or (ii) access to the
records shall be restricted by their
storage in locked metal file cabinets or
a locked room.

(3) During non-working hours, access
to the records shall be restricted by
their storage in locked metal file cabi-
nets or a locked room.

(c) Records maintained in computerized
form. When maintained in computer-
ized form, records subject to the Pri-
vacy Act shall be maintained, at a min-
imum, subject to safeguards based on
those recommended in the National
Bureau of Standards booklet ‘‘Com-
puter Security Guidelines for Imple-
menting the Privacy Act of 1974” (May
30, 1975), and any supplements thereto,
which are adequate and appropriate to
assuring the integrity of records in the
system.

(d) Civil Service Commission personnel
records. A system of records made up of
Civil Service Commission personnel
records shall be maintained under the
security requirements set out in 56 CFR
293.108.

§700.265 Conduct of employees.

(a) Handling of records subject to the
Act. Employees whose duties require
handling of records subject to the Pri-
vacy Act shall, at all times, take care
to protect the integrity, security and
confidentiality of these records.

(b) Disclosure of records. No employee
of the Commission may disclose
records subject to the Privacy Act un-
less disclosure is permitted under
§700.267 or is to the individual to whom
the record pertains.

(c) Alteration of records. No employee
of the Commission may alter or de-
stroy a record subject to the Privacy
Act unless (1) such alteration or de-
struction is properly undertaken in the
course of the employee’s regular duties
or (2) such alteration or destruction is
required by a decision under §§700.287—
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